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Advance Northumberland Workspace

Privacy Notice and how we handle your information

Everyone working for Advance Northumberland Commercial Limited (Advance) has alegal duty to
keep and processinformation aboutyou inaccordance withthe law. Thisdocumentaimsto explain
why we ask foryour personal information, how thatinformation will be used and how you can
accessyourrecords.

Why is information recorded about me?

We use information about Advance Northumberland Workspace tenants and customers to enable us
to provide you with our serviced offices, virtual officesand meeting room servicesand carry out
specificbuildingmaintenance and facilitiesmanagement functions, forwhichwe are responsible.
We keep records about Advance Northumberland Workspace tenants and customers thatare
written down (manual records), and ones kepton acomputer (electronicrecords) andin our finance
database.

These records may include:
] Basic details aboutyou, forexample your name, your business name and address, your
telephone number/s and email addresses.
. The details of your staff registered to work at the Workspace.

. Unique identifiers, such as your home address (tenants only).

. Your bank details.

. Copiesof yourtenancy agreements, currentand historic.

. Copiesof meetingroomand hotdesk bookings.

. Contactwe have had with you, for example, meetings with Advance staff and copies of
correspondence.

. Notes and reports about your relevant circumstances.

. Details of your bandwidth usage and IP addresses.

] Details of all telephone calls made and received fromthe Advance Northumberland

telephone system.
= CCTVimages.
. AccesstimesanddatesintoaWorkspace site.

What is the information used for?

Yourinformationisused principallyto enterinto alegal agreementand ensure we provide you with
the servicesyou require from Advance Northumberlandand meet our statutory obligations. Itis
importantyourrecords are accurate and up-to-date asthey will help ensure our staff are able to
provide you with the help, advice orsupportyou need.

If you do not wantto provide us with information you should not use our services. We wouldnot be
able to create atenancy agreement (for physical offices and virtual offices), which means you would
have no legal basisto occupy space. We wouldalso be unable to generate correct service invoices or
receive payments, and without your payments you would be in breach of yourtenancy agreement.
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Details of meetingroomand hotdesk usersare collectedto confirmbookings and ensurearoomor
deskisreservedforyou. The information also allows usto generate correctinvoicesandreceive
your payment. If thisinformationis not provided we cannottake your booking.

We collect dataon overall usage of bandwidth to ensure we continue to make adequate provision to
the centre and details of telephone calls are collected to allow for billing at the end of each quarter.

We collectdetails of users of the centre, including tenants, customers, contractors and visitors so we
canrefertothisinformationinthe eventof an evacuation, real or planned.

AtAshington (including Green Lane), Blyth, Berwickand Wansbeck Workspaceswe have CCTV
systemsrecording external and internalimages. Theseare used forretrospective review only, they
are not actively monitored. The systemsrecordimagestoalocal hard drive.

AtAshington, Blyth, Berwickand Wansbeck Workspaces we have Access Control Systems that
enable ustosecure internaland external doors. Accessis granted viaasecurity fob, which are
createdforeveryone based atthe site, whichincludes the names of all current tenants, tenant'’s
staff, the Advance staff and cleaning contractors for each respective building. It records details of
doorsaccessedinreal time.

How long is the information used for?

In orderto provide you with thisservice, we rely on the legal basis of Article 6(1) (b) of the General
Data Protection Regulations, which states processingis necessary for the performance of a contract
with the data subjectorto take stepsto enterintoacontract. Yourdetails will be keptforthe
duration of yourtenancy agreementandthen archived as per our Document Retention Policy.
Processingis kepttoaminimumand will only be processedin accordance with the law.

Interms of systems, our CCTV hard drives retainimages for up to 31 days and then the information
isrecorded over permanently and isnotretrievable. When someone leaves a Workspace and their
individual fobisdeleted fromthe Access Control Systems all dataassociated with thatindividual is
deleted andisnotretrievable.

Details of telephone calls are retained indefinitely within our telephone system, note however the
internal extension numbers and the external telephone numbers we use are recycled and overtime
used formultiple tenants.

Sharing your information

When other suppliersare involved in the delivery of your services with Advance Northumberland, for
example settingup aninternet connection, we may need to share detailsaboutyou toenable usto
work together foryour benefit. Informationwill only be shared with third partiesif they have
genuine and lawfulneedforit.

Occasions when yourinformation needsto be disclosed (shared) include:

" To supply and configure internet connections to an office (if you request one).
. To supply and configure telephone connections to an office (if you request these).
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. To provide additional cleaning services to the inside of your offices (ifyou request this
service).

. To carry out maintenance tasks on your behalfinside an office.

" Where the health and safety of othersis at risk.

. When the law requires usto pass oninformation under special circumstances.

Anyone who receivesinformationfrom us has a legal duty tokeepit confidential

We are requiredby law to report certain information to appropriate authorities —for example:
. Where aformal courtorderhas beenissued.
. Where we encounter infectious diseases, which may be a public health concern.

Partner organisations who receive information about you

Advance Northumberlandoutsource ITand telephones (ICT) to athird party, so details of any
internetconnections and telephone connections you require would be provided to this company.
OurcurrentICT supplieris Aspire Technology Solutions Limited.

Advance outsourcecommon areacleaning.Inthe eventatenantrequests additional cleaning
servicestotheinside of the officetheyrent, details of the tenantand contact details would be
passed to the cleaning contractor. Our currentcleaning contractoris Lees Premier Cleaning
Limited.

Advance engage with reputable and competent contracts to supply, service and maintain
equipmentonsite, whichincludes our CCTV and Access Control Systems. Through the process of
maintaining thisequipment, itis possible the service engineer willhave accessto personal data, i.e.
aname in the list of active security fobs ataparticularsite. Our current maintenance companies for
thiskind of equipmentare: EDSB Limited. Our Call Logger (for collecting telephone call dataand
producingtelephonebills)is maintainedby Temple Comm Limited.

Blyth Workspace received fundingfromthe North East Local Enterprise Partnership (NELEP), which
means we are required to provide information relating to employmentand new jobs created. This
informationisheld by Advance Northumberland Commercial Limited in hard copy at Blyth
Workspace, and stored electronically. The informationisshared with the NELEP, butasasingle
collective figureforthe Workspace, ratherthan by individual business.

Data could be shared for the purpose of economicand orregenerationrelated research carried out
by ourshareholder (Northumberland County Council). Datawould be fortheirinternal use only, and
noidentifiableinformation would be placed inthe public domain.

Information of any kind will only be processedwithinthe European Economic Area (EEA) and will
not be shared with overseasrecipients.

Can | see my records?

The General Data Protection Regulation allows you to find out whatinformation is held about you,
on paperand computerrecords. Thisis known as ‘right of subjectaccess’and appliestoyour
Advance Northumberland Workspace records with Advance Northumberland Commercial Limited,
along with all other personal records we hold.
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If you wish to see a copy of yourrecords you should submita Subject Access Request directly to The
Data Protection Officer at Wansbeck Workspace, Rotary Parkway, Ashington, Northumberland,
NE63 8QZ or by emailing dpo@advancenorthumberland.co.uk or by calling 01670 528400. You are
entitledtoreceiveacopy of yourrecordsfree of charge, within a calendar month. In certain
circumstancesaccess to yourrecords may be limited, forexample, if the records you have asked for
containinformation relating to another person.

Do | have Other Rights?
Data Protection laws gives you the right:

1.  Tobeinformedwhy, where and how we use yourinformation.

2.  Toaskforaccesstoyourinformation.

3. To ask forinformation to be correctedifinaccurate orincomplete.

4.  Toaskforyourinformationto be deleted orremovedwherethereisnoneedforusto
continue processingit.

5. To ask us torestrictthe use of yourinformation.

6.  Toaskustocopyortransferyourinformationfromone IT systemto anotherin a safe
and secure way, withoutimpacting the quality of the information.

7. To objectto how yourinformationisused.

8.  Tochallengeanydecisions made without human intervention (automated decision
making).

9.  Tolodge acomplaintwiththe Information Commissioner’s Office whose contact details
are below.

10. Ifourprocessingisbased upon yourconsent, to withdraw your consent.

Further information

If you would like to know more about how we use yourinformation, orif forany reason you do not
wish to have your information used in any of the ways described in thisleaflet, pleasetell us. Please
contactthe Data Protection Officer on 01670 528400 or atemail address
dpo®@advancenorthumberland.co.uk

Details of the Information Commissioner can be found at: https://ico.org.uk/
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